
Wajih Ul Hassan
Phone: +1 217-904-5884
Email: hur7wv@virginia.edu

Website: http://cs.virginia.edu/~hur7wv/

Research Interests
System and Network Security, Data Provenance, Intrusion Detecঞon, Digital Forensics.

Professional Appointments
The University of Virginia (UVA)
Assistant Professor, Department of Computer Science Fall 2022 – Present
Affiliate Faculty, School of Data Science

Lahore University of Management Sciences (LUMS)
Visiࢼng Assistant Professor, Department of Computer Science Fall 2021 – Spring 2022

Stellar Cyber, USA
Research Scienࢼst, Machine Learning Security Team 2021 – 2022

Corelight, USA
Research Intern 2020 – 2021

Symantec Labs, USA
Research Intern Summer 2019

NEC Labs, USA
Research Intern, System Security Division 2018 – 2019

Intel Labs, USA
Research Intern, Programming Systems Group Summer 2016

Education
Ph.D., Computer Science 2015 – 2021
University of Illinois at Urbana-Champaign (UIUC)
Advisor: Dr. Adam Bates
Thesis: Invesࢼgaࢼng System Intrusions with Data Provenance Analyࢼcs

Bachelor of Science, Computer Science 2011 – 2015
Lahore University of Management Sciences (LUMS)

Awards & Honors
• Weaver Faculty Fellowship, UVA. 2022-2025
• Mavis Future Faculty Fellowship, UIUC. 2020
• Heidelberg Laureate Forum Young Researcher. 2019
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• Symantec Graduate Fellowship, 1 of 3 students selected worldwide. 2019
• RSA Security Scholarship, RSA Conference 2018. 2018
• Feng Chen Memorial Award, CS Dept. UIUC. 2017
• Disঞnguished Paper Award, ACM SIGSOFT. 2016
• Sohaib and Sara Abbasi Fellowship, CS Dept. UIUC. 2015 – 2020
• Global Undergraduate Exchange Program, U.S. Department of States. 2014
• Pakistan Naঞonal ICT scholarship, CS Dept. LUMS. 2011 – 2015

Conference Publications
[C1] Muhammad Adil Inam, Yinfang Chen, Akul Goyal, Jason Liu, Jaron Mink, Noor Michael, Sneha Gaur,

AdamBates, andWajih Ul Hassan. SoK: History is a Vast EarlyWarning System: Audiࢼng the Provenance
of System Intrusions.
IEEE Symposium on Security and Privacy (S&P) 2023

[C2] Muhammad Adil Inam*, Wajih Ul Hassan*, Ali Ahad, Adam Bates, Rashid Tahir, Tianyin Xu, Fareed
Zaffar. Forensic Analysis of Configuraࢼon-based A�acks.
Network and Distributed System Security Symposium (NDSS) 2022 (* = co-primary authors)

[C3] Carter Yagemann, MohammadNoureddine,Wajih Ul Hassan, Simon Chung, AdamBates, andWenke
Lee. Validaࢼng the Integrity of Audit Logs Against Execuࢼon Reparࢼࢼoning A�acks.
Conference on Computer and Communicaঞons Security (CCS) 2021

[C4] Wajih Ul Hassan, Ding Li, Kangkook Jee, Xiao Yu, Kexuan Zou, Dawei Wang, Zhengzhang Chen,
Zhichun Li, JunghwanRhee, JiapingGui, AdamBates. This isWhyWeCan’t CacheNice Things: Lightning-
Fast Threat Hunࢼng using Suspicion-Based Hierarchical Storage.
Annual Computer Security Applicaঞons Conference (ACSAC) 2020

[C5] Noor Michael, Jaron Mink, Jason Liu, Sneha Gaur, Wajih Ul Hassan, Adam Bates. On the Forensic
Validity of Approximated Audit Logs.
Annual Computer Security Applicaঞons Conference (ACSAC) 2020

[C6] Wajih Ul Hassan, Adam Bates, Daniel Marino. Tacࢼcal Provenance Analysis for Endpoint Detecࢼon and
Response Systems.
IEEE Symposium on Security and Privacy (S&P) 2020.

[C7] Wajih Ul Hassan, Mohammad Ali Noureddine, Pubali Da�a, Adam Bates. OmegaLog: High-Fidelity
A�ack Invesࢼgaࢼon via Transparent Mulࢼ-layer Log Analysis.
ISOC Network and Distributed System Security Symposium (NDSS) 2020

[C8] Riccardo Paccagnella, Pubali Da�a, Wajih Ul Hassan, Adam Bates, Christopher Fletcher, Andrew
Miller, Dave Tian. Custos: Pracࢼcal Tamper-Evident Audiࢼng of Operaࢼng Systems Using Trusted Ex-
ecuࢼon.
ISOC Network and Distributed System Security Symposium (NDSS) 2020

[C9] QiWang,Wajih Ul Hassan, Ding Li, Kangkook Jee, Xiao Yu, KexuanZou, JunghwanRhee, Zhengzhang
Chen, Wei Cheng, Carl A. Gunter, Haifeng Chen. You Are What You Do: Hunࢼng Stealthy Malware via
Data Provenance Analysis.
ISOC Network and Distributed System Security Symposium (NDSS) 2020
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[C10] Wajih Ul Hassan, Shengjian Guo, Ding Li, Zhengzhang Chen, Kangkook Jee, Zhichun Li, Adam Bates.
NoDoze: Comba࣌ng Threat Alert Faࢼgue with Automated Provenance Triage.
ISOC Network and Distributed System Security Symposium (NDSS) 2019

[C11] Wajih Ul Hassan*, Saad Hussain*, Adam Bates. Analysis of Privacy Protecࢼons in Fitness Tracking Social
Networks -or- You can run, but can you hide?.
USENIX Security Symposium (SEC) 2018 (* = co-primary authors)

[C12] Wajih Ul Hassan, Mark Lemay, Adam Bates, ThomasMoyer. Towards Scalable Cluster Audiࢼng through
Grammaࢼcal Inference over Provenance Graphs.
ISOC Network and Distributed System Security Symposium (NDSS) 2018

[C13] Qi Wang, Wajih Ul Hassan, Adam Bates, Carl Gunter. Fear and Logging in the Internet of Things.
ISOC Network and Distributed System Security Symposium (NDSS) 2018

[C14] Calin Iorgulescu, Florin Dinu, Aunn Raza, Wajih Ul Hassan, Willy Zwaenepoel. Don’t cry over spilled
records: Memory elasࢼcity of data-parallel applicaࢼons and its applicaࢼon to cluster scheduling.
USENIX Annual Technical Conference (ATC) 2017

[C15] Adam bates, Wajih Ul Hassan, Kevin Butler, Alin Dobra, Brad Reaves, Patrick Cable, Thomas Moyer
and Nabil Schear. Transparent Web Service Audiࢼng via Network Provenance Funcࢼons.
World Wide Web Conference (WWW) 2017

[C16] Owolabi Legunsen, Wajih Ul Hassan, Xinyue Xu, Grigore Roşu and Darko Marinov. How Good are
the Specs? A Study of the Bug-Finding Effecࢼveness of Mulࢼ-Object API Specificaࢼons.
IEEE/ACM Automated So[ware Engineering (ASE) 2016
O ACM SIGSOFT Disঞnguished Paper Award

Journal Publications
[J1] Owolabi Legunsen, Nader Al Awar, Xinyue Xu,Wajih Ul Hassan, Grigore Roşu, and Darko Marinov.

How Effecࢼve are Exisࢼng Java API Specificaࢼons for Finding Bugs during Runࢼme Verificaࢼon? Auto-
mated So[ware Engineering Journal (ASEJ), 2019. Extension of ASE 2016 paper.

[J2] Adam Bates,Wajih Ul Hassan. Can Data Provenance Put an End to the Data Breach?. IEEE Security &
Privacy Magazine. July 2019.

Workshop Publications
[W1] Mark Lemay,Wajih Ul Hassan, Thomas Moyer, Nabil Schear, Warren Smith. Automated Provenance

Analyࢼcs: A Regular Grammar Based Approach with Applicaࢼons in Security. Internaঞonal Workshop
on Theory and Pracঞce of Provenance (TaPP) 2017

Posters
[P1] Riccardo Paccagnella, Pubali Da�a, Wajih Ul Hassan, Adam Bates, Christopher Fletcher, Andrew

Miller. Securing Operaࢼng System Audit Logs, NDSS 2019

[P2] Wajih Ul Hassan, Mark Lemay, Adam Bates, Thomas Moyer. Deduplicaࢼng container provenance with
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graph grammars. TaPP 2017

[P3] QiWang,Wajih Ul Hassan, AdamBates, Carl Gunter. Provenance tracing in the internet of things. TaPP
2017

Patents
• Automated threat alert triage via data provenance. Ding Li, Kangkook Jee, Zhengzhang Chen, Zhichun
Li,Wajih Ul Hassan. US Patent App. 16/507,353, 2020.

Teaching Experience
• Visiঞng Assistant Professor, Lahore University of Management Sciences

◦ CS 473: Network Security, Spring 2022
◦ CS 370: Operaঞng Systems, Fall 2021

• Assistant Professor, University of Virginia
◦ CS 4630: Defense Against the Dark Arts

• Guest Lecturer:
◦ CS 423: Operaঞng Systems Design, Presented a 60-minute lecture on Kernel-level Data Prove-
nance (Spring 2018)

◦ CS 422: Introducঞon to Computer Security, Presented a 60-minute lecture on how to use Linux
audit system for forensic analysis (Fall 2019)

• Teaching Assistant:
◦ Advanced Operaঞng System Security (UIUC) Spring 2021
◦ Introducঞon to Compuঞng for Engineering and Science (UIUC) Fall 2016
◦ Network Centric Compuঞng (LUMS) Spring 2015
◦ Operaঞng Systems (LUMS) Fall 2014

Service
• Program Commi�ee:

◦ IEEE Symposium on Security & Privacy 2020 (Shadow PC), 2023
◦ USENIX Security 2021, 2022
◦ Workshop on Privacy in the Electronic Society 2018, 2020

• Journal Reviewer:
◦ IEEE Transacঞons on Dependable and Secure Compuঞng 2019, 2021
◦ IEEE Transacঞons on Informaঞon Forensics & Security 2021

• External Reviewer:
◦ USENIX Security 2018
◦ USENIX Annual Technical Conference 2018
◦ ISOC Network and Distributed System Security Symposium 2018
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◦ ACM Conference on Computer and Communicaঞons Security 2017
◦ IEEE Conference on So[ware Tesঞng, Validaঞon and Verificaঞon 2016

Undergrad Mentorship
Noor Michael Post Grad: SWE at Citadel 2019 – 2020
Klaus Zou Post Grad: SWE at Cargill 2019 – 2020
Dawei Wang Post Grad: MS at UIUC 2019 – 2020
Muhammad Imran PURE1program 2018 – 2019
Meghana Muthekepalli PURE program 2018 – 2019
Nuraini Binঞ Aguse Post Grad: Ph.D. at UIUC 2017 – 2018
Jack DeDobbelaere PURE program 2017 – 2018
Jerry Chen PURE program 2017 – 2018

Travel Grants
• Heidelberg Laureate Forum, Germany 2019

• IEEE Symposium on Security and Privacy, USA. 2017

• ISOC NDSS Symposium, USA. 2017

Open-Source Software
Zeek Agent: I contribute to the development of Zeek Agent project. Zeek agent is a security soluঞon

that conঞnuously collects enterprise-wide host acঞvity data. Cyber analysts use this data to
perform threat hunঞng and forensic invesঞgaঞons. Zeek Agent is available at https://github.
com/zeek/zeek-agent

Impact
• NoDoze threat alert triage system, which was proposed in NDSS 2019 paper, has been deployed at NEC
Labs America.

• Locaঞon privacy techniques proposed in Usenix Security 2018 paper have been integrated into Strava,
Garmin Connect, and MapMyTracks fitness tracking apps.

Media Coverage
• Jodi Heckel. “Fitness trackers not the safest route.” The News-Gaze�e. 28 August 2018. http://www.

news-gazette.com/blogs/starting-line/2018-08/fitness-trackers-not-the-safest-route.html

• Heather Schlitz. “Researchers, police cauঞon sharing exercise routes online.” The Daily Illili. 27 August
2018. https://dailyillini.com/news/2018/08/27/researchers-police-caution-sharing-exercise-routes-online/

• Joseph Astrouski. “U of I researchers find, fix fitness app security flaws.” WAND-TV. 20 August 2018.
http://www.wandtv.com/story/38923296/u-of-i-researchers-find-fix-fitness-app-security-flaws

1Promoঞng Undergraduate Research in Engineering at UIUC
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Invited Talks
• Tacࢼcal Provenance Analysis for Endpoint Detecࢼon and Response Systems,
IEEE Symposium on Security and Privacy, May 18-20, 2020.

• OmegaLog: High-Fidelity A�ack Invesࢼgaࢼon via Transparent Mulࢼ-layer Log Analysis,
Network and Distributed System Security Symposium, San Diego, CA, February 23-26, 2020.

• NoDoze: Comba࣌ng Threat Alert Faࢼgue with Automated Provenance Triage ,
Network and Distributed System Security Symposium, San Diego, CA, February 24-27, 2019.

• NoDoze: Comba࣌ng Threat Alert Faࢼgue with Automated Provenance Triage ,
NEC Labs, Princeton, NJ, USA, August 22, 2018.

• Analysis of Privacy Protecࢼons in Fitness Tracking Social Networks -or- You can run, but can you hide?,
USENIX Security Symposium, Balঞmore, MD, USA, August 15-17, 2018.

• Towards Scalable Cluster Audiࢼng through Grammaࢼcal Inference over Provenance Graphs,
Network and Distributed System Security Symposium, San Diego, CA, February 18-21, 2018.

References
Made available upon request.
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